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ABSTRACT
This paper presents a system for remote live video surveil-
lance. Videos are acquired from a fixed camera at 10 fps and
QVGA resolution, compressed at 5 or 20 kbit/s with H.264,
and streamed to a remote site, where they get processed by
an automatic video surveillance system. The target surveil-
lance application performs moving object segmentation and
tracking. Both ends (video acquisition and processing) could
be connected through a wireless network, specifically GPRS.
The whole system is studied and optimized to maintain low
latency. The reported experiments demonstrate that the
proposed system is able to send up to four video streams
over GPRS or E-GPRS network, without significantly af-
fecting the performance of the automatic video surveillance
system. Comparative tests have been performed with other
existing streaming solutions.

Categories and Subject Descriptors
C.3 [Special-Purpose and Application-Based Systems]:
Real-time and embedded systems; I.4 [Image Processing
and Computer Vision]: Miscellaneous

General Terms
Design, Performance, Security

Keywords
Low-latency video streaming, Low-bandwidth video, H.264
video surveillance, Mobile and remote surveillance

1. INTRODUCTION
The huge diffusion of cameras in our cities and the urgent

need of a safer everyday-life have contributed to push in few
years the research in computer vision for video surveillance
much farther than ever before. In addition, due to the tech-
nological advancements in distributed computing and wire-
less networks, video surveillance applications can now ex-
ploit ubiquitous cameras. They are not directly connected
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to local processing units, but transmit video frames to a
remote server for intensive real-time analysis of the video.
In the case of IP-based cameras exploiting large-bandwidth
networks (such as Ethernet), remote video analysis might
be similar to local processing, if the problems introduced
by the network are negligible. However, this task becomes
definitely more challenging when the camera is connected to
the network through wireless low-capacity means, since a se-
vere spatial and temporal compression of the video stream
is mandatory, possibly almost nullifying the results of the
automatic surveillance task.

Typically a process of automatic video surveillance re-
quires to detect and track moving objects (such as people or
vehicles). This process is very sensitive to noise and chang-
ing conditions and it is, thus, greatly influenced by the cod-
ing artifacts or the quantization introduced by the video
compression. Consequently, the lower the bandwidth avail-
able, the greater the video compression, the more the noise
affecting the correct video analysis.

More specifically, the typical video processing consists of
(at least) three steps [12]: segmentation of moving objects,
object tracking and object analysis. While the last step is
very dependent on the goal of the application, segmenta-
tion and tracking processes are very general: a performance
degradation in segmentation and tracking compromises the
automatic surveillance system. The segmentation step is of-
ten based on background suppression techniques which com-
pare the actual pixel values with the corresponding values
in the (statistically) learned model of the static scene. It is
evident that the frame compression can significantly affect
this step by changing pixel values and making a sophisti-
cated statistical background model useless. For this reason,
in this paper we will measure the performance of the re-
ported video streaming system in pixel-level moving object
segmentation. The tracking step is also sensitive to frame
skipping and to excessively-low framerates since it is typi-
cally based on object-to-track association on a frame basis
and by considering a limited search area: thus, if an object
moves too much on two successive frames, tracking is likely
to lose it. For this reason, we will evaluate the ability of the
system to track objects after a strong temporal compression
due to video transmission.

In this paper, we describe a novel system for mobile wire-
less surveillance developed by merging an automatic surveil-
lance system conceived for fixed wired cameras with a novel
live streaming architecture for low-capacity networks. First,
the paper describes our system for live streaming of video
with low latency over low-capacity networks. Indeed, con-
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sidering that the camera can be placed almost everywhere,
a network with an (almost) ubiquitous territorial coverage is
necessary; therefore, WiFi or UMTS can not be currently
used due to their limited coverage; on the opposite, the
GPRS network, thanks to the extremely wide geographi-
cal coverage of the GSM infrastructure, is optimal for the
scope of the project; moreover, the GPRS-EDGE (Enhanced
Data rates for GSM Evolution), also known as E-GPRS, ver-
sion has been also used, given that it has almost the same
coverage of GPRS but with a higher available bandwidth
(theoretically between 160 and 236.8 kbit/s).

The overall streaming architecture has been described in
[8], but here it is connected to a system, called Sakbot [6],
for people video surveillance. The basic motivation of this
work is to demonstrate that our streaming tool is more suit-
able to mobile video surveillance than commercial systems
(such as Real Media or Windows Media) because it is able
to fit in very limited bandwidth a video with sufficient frame
quality and fluidity (few frame skipped) to almost preserve
the performance of the video processing algorithms.

We tested the system in two different scenarios. The first
is a platform for people surveillance at the campus in Mod-
ena, Italy, where several cameras have been used to control
the main hall in the faculty building. The second is a system
installed in a public park of Reggio Emilia, Italy, where peo-
ple are segmented and tracked in a more cluttered environ-
ment [4]. The results of Sakbot system working with wired
cameras are used for comparison with results achieved with
wireless transmission of the videos over GPRS or E-GPRS.

2. MOBILE VIDEO SURVEILLANCE
In this work, we address mobile video surveillance with

some operative constraints. They are not mandatory for
the system to work, but they are adopted to make the com-
parison more general. Specifically, the whole system works
in the following conditions:

• fixed camera: this allows to use background suppres-
sion techniques for object segmentation; moreover, video
compression techniques are in general more efficient on
fixed camera rather than on moving camera;

• the framerate is set to 10 fps; moreover, in order to
have an effective object tracking, low frame-drop rates
are required;

• low latency; video surveillance requires often quick re-
action to changes in the scene (in order to allow inter-
action with the remotely observed scene); any latency
greater than few (e.g. four) seconds is not acceptable
for this kind of purposes.

• video bitrate compression is set to either 5 kbit/s or 20
kbit/s: in the first case, it is possible to send up to four
video streams (possibly corresponding to four different
cameras in a multi-camera surveillance system) on the
average bandwidth of GPRS; however, this is only pos-
sible in case the video scene shows limited presence of
moving objects (video motion covers less than a third
of the scene) and rare illumination changes; if these hy-
potheses are not met, 20 kbit/s video compression has
been used: in this condition it is possible to stream a
single video over GPRS network, or four simultaneous
videos over E-GPRS;

• the transmitted videos have resolution of QVGA -
320x240; this resolution is small but large enough to
make precise segmentation in automatic surveillance;

The given constraints are very demanding: transmitting
a video over 5 kbit/s or 20 kbit/s bandwidths, at QVGA
resolution and with sufficient quality and framerate to be
processed by a video surveillance system is far from being
easy.

Being restricted to use low-capacity networks like GPRS,
commercial compression techniques, such as MPEG-2 and
MPEG-4 are not sufficient. Videos with CIF (352x288) or
QVGA (320x240) resolution over a maximum bandwidth of
236.8 kbit/s, are achievable with MPEG-4 only by reduc-
ing either the frame rate (affecting video fluidity) or the
image quality, and both these drawbacks will be in con-
trast with our conditions. For this reason, high interest has
been shown in recent years on the evolution of MPEG-4
and H.263, the H.264/AVC [1] compression technology, that
offers extremely good video quality even at very high com-
pression rates: this makes it very suitable for the scope of
our project. As a drawback it presents higher computational
complexity if compared to MPEG-2 and MPEG-4 (both on
encoder and decoder side), though it is currently possible to
use it on real-time systems if the encoder is fed with rea-
sonable size video streams and properly-tuned compression
parameters [17].

Existing commercial or off-the-shelf streaming solutions
are not sufficient to fit in our conditions. For example, Mi-
crosoft Windows Media� suite (Encoder, Streaming Server,
Player) is a complete and powerful tool for video stream-
ing, working with both stored and live videos. Unfortu-
nately, since it has been developed more for entertainment
purposes than for real-time live video streaming, this soft-
ware introduces high latency and drops many frames. Even
though this can not be a problem if you are watching a dig-
ital movie, it can instead affect the processing of the track-
ing algorithm. Moreover it cannot handle video streams at
5 kbit/s: the lowest it handles is 7 kbit/s with QQVGA
(160x120) frame size. Other tools such as Helix Stream-
ing Server� (Real Networks�) or Darwin Streaming Server�

(Apple�) have been devised to handle multiple connections
and severe computational load, more than to be used for low-
latency live video streaming. The open source VideoLan,
excellent in performance and flexibility, is not designed for
low bandwidth video streaming: MPEG-TS network proto-
cols is forced for video encapsulation, and 5 kbit/s cannot
be achieved.

Given the high flexibility and performances of Helix Stream-
ing solutions, we performed thorough comparative tests be-
tween our system and this platform. In the cases that Win-
dows Media could sustain the bitrate, we also made tests
with such platform.

3. RELATED WORKS
Video streaming has reached its peak of interest in the sci-

entific community in the last ten years. A good survey pa-
per on video streaming has been written by Lu in 2000 [15].
It reports of and discuss about the relevant signal process-
ing issues related to video streaming and proposed possible
solutions. Regarding video streaming, researchers have ad-
dressed the problem from several different perspectives. For
example, one perspective addresses the allocation of com-
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putational resources for a server with multiple requests [16].
Another set of papers focused on the system architecture,
in terms of both models of communication (as in [5], where
the analysis is based on RealNetworks� products, but not
considering low-capacity networks) and data synchroniza-
tion (as in the case of [9] where an inter-vehicle communi-
cation for live video streaming is considered, even though
based on 802.11 WiFi networks and thus not suitable to
our case). Some previous works have proposed systems for
video streaming over low-capacity networks, such as GPRS.
For instance, Lim et al.in [13] introduced a PDA-based live
video streaming system on GPRS network. The system is
based on MPEG-4 compression and contains several compu-
tational optimizations for working on a PDA. It can achieve
a frame rate of 21 fps (frames per second) at the encoder side
and 29 fps at the decoder side for transmitting at 128 kbit/s
a video in QCIF (176x144) format. However, their system
drops to 2-3 fps when transmission is over GPRS. This lim-
itation is basically due to the use of MPEG-4. Moreover, no
information on the latency of the system is provided. The
work in [14], instead, solves the problem of transmitting real-
time videos over GPRS by using frame skipping.

Mobile video surveillance has been envisioned in the lit-
erature as either classical video streaming with an exten-
sion over wireless networks, with no processing at remote
side but only remote control by a human operator [18, 2,
3] or as a special case of distributed wireless sensor net-
works in which one type of the sensors corresponds to video
sensors [11]. Moreover, most of these works do not ad-
dress low-capacity networks. For instance Agrafiotis et al.[2]
described the video transmission aspects of the European
project WCAM (Wireless Cameras and Audio-Visual Seam-
less Networking) and made an excellent work in evaluating
the performance (in terms of jitter buffer sizes, packet error
rates, etc.) of H.264 using TCP/IP or UDP/IP stacks. How-
ever, this work is based on 802.11b/g networks. Cai et al.[3]
reviewed video coding techniques for wireless networks, but
also in this case the test-bed demonstration system is based
on a 802.11b. One interesting example of video transmission
over low-capacity networks and with the specification of low
latency (or low delay) is reported in [18], but this work is
focused on video streaming and not on successive video pro-
cessing. Lam et al.presented a very interesting work [12]
with a final objective similar to ours. However, in their
case frame skipping is employed to fit in the low-bandwidth
requirement with an intelligent filtering of frames. As men-
tioned above, this could complicate the tracking task and,
moreover, requires to move part of the computational load
on the local side of the camera. Additionally, results re-
ported in [12] can fit in 5 kbit/s only with a very aggressive
frame skipping. The approach proposed in this paper tends
to the best trade-off between frame saving and image quality,
by skipping very few frames and keeping image quality at a
level sufficient for a correct segmentation of moving objects.

4. SYSTEM DESCRIPTION
The architecture of the system is sketched in Fig. 1. The

server and the client applications are multi-threaded, and
each block of the schema represents a main task to be per-
formed and is processed by one dedicated thread. For the
ease of future implementations, we decided to develop a
C#/MS Visual .NET application that incorporates native
C/C++ modules.

The video coming from the live surveillance camera is
loaded by the server application which converts video data
into a YUV (4:2:0) stream. This stream is converted in a
H.264 stream by using the open source X.264 encoder. It
should be mentioned that we modified the original X.264
source code by allowing it to load not only videos from file
system, but also from a generic circular buffer, that allows
higher flexibility, since it can be easily fed with any kind
of source (file system, video device, video server, etc.). On
the other side, the encoder thread asynchronously extracts
frames from the buffer. Having asynchronous threads opti-
mizes the processing since the execution of each thread is
basically independent by the others. Moreover if the grab-
bing rate is higher than the encoding rate for short time, no
video data will be lost. As drawback, the buffer introduces
some latency; for this reason it is important to keep the
buffer at low occupancy, therefore the grabbing frame rate
should be set to be not higher than the average encoding
frame rate. In standard conditions, with CPU load not too
high, this is a reasonable assumption.

The raw H.264 encoded stream is seamlessly forwarded to
the network streamer that packetizes it into UDP datagrams
of fixed byte size. UDP is preferable with respect to TCP
due to its prioritized dispatch over the network, but this
comes at the cost of possible loss of packets. Nevertheless,
thanks to the ARQ mechanism implemented on the Radio
Link Control (RLC), our tests have demonstrated [8] that
with our system over E-GPRS or even GPRS is very robust
since an extremely low rate of packet are lost or received
out of order. Moreover we preferred the use of raw UDP
on RTP, since our system aims at delivering only a single
video (image) data with no additional audio or text to be
synchronized with.

At the receiver side, the client application extracts the
UDP datagrams and merges them, rebuilding the H.264
stream. The H.264 decoder is based on avcodec and avfor-

mat libraries (from ffmpeg), and converts the stream back
into a RGB stream that can be processed by the video pro-
cessing subsystem (see Section 4.1).

In [8] we also report a detailed analysis to optimize the
use of the UDP network buffer on the decoder side, in order
to minimize datagrams losses and optimize playback fluid-
ity. In the scenario of this paper, datagram losses avoidance
is still essential, but, on the other hand, playback fluidity
is not necessary to the video processing subsystem, that is
therefore disabled.

4.1 Video processing subsystem
Moving people segmentation is achieved by using the back-

ground suppression approach called SAKBOT (Statistical
And Knowledge-Based Object Tracker) presented in [6] and
used in many different scenarios. The background pixels are
defined by two models: the first statistical model updates
the pixels at each frame using the temporal median func-
tion over the previous n sampled pixels; the second model
exploits the knowledge of previous background and of the
corresponding moving objects. Specifically, the pixels be-
longing to the current moving objects are not used for up-
dating the model in order to prevent the gradual inclusion
of slowly-moving objects into the background. Instead, pix-
els detected as foreground at previous steps but classified
as noise or shadows by a suitable shadow detection algo-
rithm are included in the statistical model. This approach

69



Figure 1: Architecture of the system.

is critical when a stopped object starts to move, generating
two “foreground” objects, one real and one apparent (also
called “ghost”). To avoid deadlock situations for the ghosts,
a specific ghost suppression algorithm has been conceived.
Further details can be found in [6, 4].

Moving objects detected by SAKBOT are then classified
as person or non-person according with their geometrical
shape and size (scaled according to their position on the
ground plane). The objects detected as moving and val-
idated as people are then tracked in each single view by
means of an appearance-based algorithm. The algorithm
uses a classical predict-update approach. It takes into ac-
count not only the status vector containing position and
speed, but also the memory appearance model and the prob-
abilistic mask of the shape [7]. The former, also called dy-
namic template in [10], is the adaptive update of each pixel
in the color space. The latter is a mask whose values, rang-
ing between 0 and 1, can be viewed as the probability for
that pixel to belong to that object. These models are used
to define a MAP (Maximum A Posteriori) classifier that
searches the most probable position of each person in the
scene. The tracking algorithm includes a specific module for
coping with large and long-lasting occlusions. Occlusions are
classified into three categories: self-occlusions (or apparent
occlusions), object occlusions, and people occlusions. Oc-
clusion handling is very robust and has been tested in many
applications. It can keep the shape of the tracked objects
very precisely and further details can be found in [7].

5. EXPERIMENTAL RESULTS
To test the performance of our system, we selected two

quite different surveillance scenarios, one indoor taken at
the hall of our building and one outdoor taken from a cam-
era mounted in a public park. The first scenario is charac-
terized by few moving people and no illumination changes,
while the second is a less-controlled scenario, where several
people move in the scene and illumination changes. The
second scenario is obviously more challenging for both the
video encoder and the automatic video surveillance system.
For performance analysis we take one video for each of the
scenarios, with a length of about 7 minutes each, and coded
at 10 fps and a resolution of QVGA.

The accuracy of the overall system has been measured
in terms of both pixel-level segmentation and object-level
tracking, by comparing the results achieved by Sakbot on the
original, non-compressed video with those obtained on the
compressed, streamed video. Moreover, since video frames
are lost during the transmission, we need a way to align the
two videos (original and compressed) for having a correct
comparison. Thus, the frame number (represented as binary
code with squares black and white) was superimposed in

a small corner of each frame at acquisition time. Then a
simple image processing algorithm is used to automatically
compute the frame number and obtain the exact frame-to-
frame alignment between original and compressed.

We considered the hardest case in terms of bandwidth, by
supposing to send four video streams over a GPRS band-
width, i.e. coding each video at 5 kbit/s. As a comparison,
we tested both our streaming system and Real Media. Un-
fortunately, Windows Media and VideoLan were unable to
code the video at such a low bandwidth. Since generating
pixel-level ground truths for all the videos would have been
quite a tedious and demanding task, as ground truth we used
the segmentation generated on the original uncompressed
video. In fact, our scope is to evaluate the loss in perfor-
mance only due to the video compression and streaming and
not the generic performance of the segmentation algorithm.
Using this automatically-generated ground truth we com-
pute, for each aligned frame, the recall R and precision P in
pixel-level segmentation as follows:

R =
TP

TP + FN
; P =

TP

TP + FP
(1)

where TP indicates the true positives, FP the false positives
and FN the false negatives. Plotting the recall and preci-
sion for each frame we obtained the graphs reported in Fig.
2. Obviously, if points move towards the upper-right corner
(corresponding to R = 1 and P = 1) the accuracy is higher.
The graphs also report the average recall and precision, rep-
resented by dark green (our system) and brown (Real and
Windows) circles. The mean and variance of recall and pre-
cision are also summarized in Table 1. This table also shows
the percentage of frame losses due to the strong compression
rates. It is important to consider that means and variances
were computed on the correctly received frames only.

The graph in Fig. 2(a) shows that, even with such a lim-
ited bandwidth, our system is very close to the segmentation
obtained on the original video. For this reason, we decided
not to report the results on 20 kbps. This situation does not
hold in the case of the outdoor sequence (Fig. 2(b)): in this
case the average recall of our system is less than 70% and the
precision only about 75% (see Table 1). Thus, we also per-
formed a test over E-GPRS using 20 kbit/s for each video.
VideoLan does not support even this bitrate, but Windows
Media does; thus, we report the comparisons between our
and the two commercial systems in Fig. 2(c) and Fig. 2(d).
Real Media shows a better recall on Windows Media, but
have similar precision. However, our system outperforms
them in terms of both recall and precision.

Regarding the object-level tracking, we manually com-
pared the tracking results on original and compressed videos.
Specifically we compute the ratio between the sum of the
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(a) Hall @ 5 kbit/s (b) Park @ 5 kbit/s

(c) Park @ 20 kbit/s - Real (d) Park @ 20 kbit/s - Windows

Figure 2: Results recall vs precision for pixel-level segmentation. This figure is best viewed in the electronic
paper version.

Recall Precision lost
mean var. mean var. frames

Hall @5 ours 82.9% 4.0% 87.3% 2.0% 0.4%
Hall @5 Real 77.9% 2.6% 72.0% 6.5% 8.8%

Park @5 ours 68.1% 2.2% 74.8% 2.9% 0.1%
Park @5 Real 68.7% 1.8% 66.8% 3.7% 14.6%

Park @20 ours 81.0% 1.0% 83.9% 2.0% 0.3%
Park @20 Real 80.5% 0.9% 80.2% 1.2% 0.0%
Park @20 Wind 72.4% 1.8% 80.9% 1.4% 1.8%

Table 1: Segmentation accuracy.

frames in which each object was tracked in the compressed
video and the sum of the frames in which these objects were

# objs Accuracy
ours Real Wind.

Hall @5 29 96.51% 81.32% n/a
Park @5 49 89.11% 67.95% n/a
Park @20 49 91.91% 91.83% 89.87%

Table 2: Accuracy (in percentage) of the tracking.

tracked in the original uncompressed video. Results are sum-
marized in Table 2. A sample of the tracking in the park
video sequence at 5 bit/s is shown in Figure 3: the tracking
consistency is visually represented by the superimposed tra-
jectory of the objects. Consider that the tracking numbers
on the objects are just sequential IDs, thus do not need to
be consistent between one video and the others. The latency
of the complete system is made of two distinct components:
the streaming (compression, network dispatch, decompres-
sion), and processing; the streaming delay is mainly due to
the video complexity of the scene (that affects the compres-
sion time) and to the GPRS network. The average latency is
approximately 1.7 s in our system, 3.8 s in Real Media and
6.4 s in Windows Media. Full details about streaming la-
tency minimization are found in [8]. On the other hand the
delay for the video processing is much lower, being always
in the range of 0.1 to 0.2 s (when processed on a desktop
PC).

6. CONCLUSIONS
This paper describes a fully working system for mobile

video surveillance: video is acquired and, through strong
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(a) (b) (c)

Figure 3: Snapshots showing the video tracking obtained with Sakbot on the Park sequence: (a) original, (b)
our system @ 5 kbit/s, (c) Real Media @ 5 kbit/s.

compression and streaming over low-capacity mobile net-
works, dispatched live to a remote processing site, where
automatic video surveillance is performed. Experiments give
proof of the quality of the video surveillance in such condi-
tions. The overall latency of our system is kept lower than
2 seconds, successfully addressing the requirements for live
video surveillance. Our future works will be directed in ex-
perimenting higher complexity computer vision techniques
on such strongly compressed videos.

This work was supported by project FREE SURF, funded
by MIUR, and European Network of Excellence DELOS,
sub-project Multimedia Interfaces for Mobile Applications.
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